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Exam descriptionExam description

This exam tests your technical expert skills with WLAN design,
implementation, and configuration in complex multisite highly
available network environments using the Aruba Controller,
Access Point, and AirWave product lines. It also tests your
ability to design, implement, monitor, troubleshoot, and maintain
end-to-end WLAN campus and branch solutions, and resolve
issues in an existing customer infrastructure.

Ideal candidate for this examIdeal candidate for this exam

Typical candidate is recognized as an expert-level resource,
advisor, and mentor to networking professionals. Candidate has
extensive hands on Aruba WLAN configuration, administration,
and troubleshooting experience. Candidate have more than 4
years of experience implementing complex, highly available,
multisite Aruba WLANs, and a minimum of one year experience
using AirWave to manage and monitor Aruba WLAN deployments.
Candidate also has a minimum of 3 years of switching and routing
experience.

Exam contentsExam contents

This exam has 60 questions.

Advice to help you take this examAdvice to help you take this exam

Complete the training and review all course materials and documents before you take the exam.
Exam items are based on expected knowledge acquired from job experience, an expected level of industry standard knowledge, or
other prerequisites (events, supplemental materials, etc.).
Successful completion of the course alone does not ensure you will pass the exam.
Read this HPE Exam Preparation Guide and follow its recommendations.
Visit HPE Press for additional reference materials, study guides, practice tests, and HPE books.

ObjectivesObjectives

This exam validates that you can:

PercentagePercentage

of Examof Exam

Sections/ObjectivesSections/Objectives

24% Analyze functional requirements to create a solution design and implementation plan.
Analyze a complex multisite highly available network to determine the physical infrastructure connectivity requirements.
Analyze an entire WLAN infrastructure to determine the licensing requirements.
Analyze an entire WLAN infrastructure to determine the architectural requirements.
Analyze a complex highly available multi-controller environment to determine redundancy requirements.
Analyze a complex highly available multi-controller environment to determine mobility requirements.
Analyze a scenario to determine remote access requirements.
Analyze a scenario to determine AirWave scalability requirements.
Analyze customer requirements to determine the need for QoS.
Analyze customer requirements to determine roles, firewall policies, and rule requirements.
Analyze customer requirements to determine the need for a multizone deployment.

21% Configure and validate Aruba WLAN solutions.
Configure and validate a WLAN to support voice and video optimization.
Configure a secure WLAN and integrate it with an existing infrastructure.
Validate client connectivity to a secure WLAN.
Configure and validate a complex multisite high availability mobility environment.
Configure a guest WLAN and validate client connectivity.
Configure and validate remote connectivity using RAP or a branch office solution.

20% Implement advanced services and security solutions.
Configure role derivation and integrate with an existing AAA server.
Configure and verify tunneled node.
Configure and validate IAP-VPN to a controller for remote access.
Configure advanced firewall policies.
Configure a WLAN with WPA2/PSK Mac authentication for role derivation.
Implement RFProtect.
Configure and validate a multizone solution.

17% Manage and monitor Aruba solutions.
Use AirWave and a Mobility Master to gather information about client health.
Create triggers and custom reports in AirWave.
Monitor the Spectrum Analyzer dashboard on the Mobility Controller.
Monitor and analyze controller health.
Monitor and optimize the RF environment.
Integrate and monitor devices with AirWave.

18%  Perform advanced troubleshooting.
Troubleshoot controller licensing.
Troubleshoot controller and AP communication in a Mobility Master-Mobility Controller-Virtual Mobility Controller
environment.
Troubleshoot client connectivity and network access.
Troubleshoot UCC issues.
Troubleshoot multizone.

Sample questionsSample questions
Sample questions are provided only as examples of question style, format and complexity/difficulty. They do not represent all
question types and do not reflect all topic areas. These sample questions do not represent a practice test.

http://www.pearsonvue.com/hpe
https://certification-learning.hpe.com/tr/learner_id.html
https://hpepress.hpe.com/product/list?catalog=102
https://hpepress.hpe.com/catalog/Practice+Tests-169


1. Refer to the exhibit.

A network administrator evaluates a deployment to validate that users are assigned to the proper roles. Based on the
output shown in the exhibit, what can the network administrator conclude?

a. The MC assigned the role based on server derivation rules.

b. The MC assigned the machine authentication default user role.

c. The MC assigned the role based on user derivation rules.

d. The MC assigned the default role based on the authentication method.

2. A company offers guest access with an open SSID and an internal Mobility Controller (MC) captive portal. The network
administrator needs to integrate a more scalable solution with a remote RADIUS and captive portal server.
The network administrator fully deploys a guest solution with self-registration in ClearPass, and defines the MC as a
RADIUS client. Next, the network administrator defines ClearPass as a RADIUS server and adds it into a server group in
the MC.

Which two configuration components must the network administrator modify in the MC to complete the deployment?
(Select two.)

a. AAA server profile

b. Initial role firewall policies

c. VAP profile

d. Authentication server group

e. Captive portal profile

3. Refer to the exibit.



Based on the output shown in the exhibit, what is the current relationship between AP11 and MC11?
 

a. AP11 is a multizone AP, and MC11 is its datazone.

b. AP11 is a multizone AP, and MC11 is its primary zone.

c. AP11 is a CAP, and MC11 terminates its active tunnels.

d. AP11 is a CAP, and MC11 terminates its standby tunnels.

4. Refer to the exhibit.

Based on the output shown in the exhibit, which configuration change is required to validate user credentials in a server
group that includes LDAP and the internal database?

a. aaa authentication dot1x DOT1X-EMP
    termination eap-type eap-peap
    termination inner-eap-type eap-mschapv2

b. aaa authentication dot1x DOT1X-EMP
    termination eap-type eap-tls
    ca-cert AD.mycompany.com
    server-cert AD-signed.mycompany

c. aaa authentication dot1x DOT1X-EMP
    ca-cert AD.mycompany.com
    server-cert AD-signed.mycompany.com
    server server-retry 5

d. aaa authentication dot1x DOT1X-EMP
    termination enable
    termination eap-type eap-peap
    termination inner-eap-type eap-mschapv2

5. Refer to the exhibit.



A network administrator deploys an employee WLAN and uses ClearPass as the authentication and policy server. Change
of Authorization (CoA) is used to disconnect users once the client has been profiled. This permits a more granular
control over connections prior to assigning the ultimate user role. 

When users connect, the network administrator notices they always remain in the profiling firewall role and the CoA
action does not occur. It has been confirmed that the ClearPass server configuration is correct. The network
administrator debugs an authentication attempt and sees the output shown in the exhibits.

What must the network administrator do to successfully deploy this solution?

a. Change the RADIUS NAS-ID of the authentication server at the Managed Device group level.

b. Use an IP address for the calling station ID in the authentication server configuration at the MC device level.

c. Change the RADIUS Client NAS IPv4 address at the MC device level.

d. Enable interim accounting in the Managed Device group level.

AnswersAnswers
This section provides answers to and references for the sample questions.
1. Refer to the exhibit.



A network administrator evaluates a deployment to validate that users are assigned to the proper roles. Based on the
output shown in the exhibit, what can the network administrator conclude?

a. The MC assigned the role based on server derivation rules.

b. The MC assigned the machine authentication default user role.

c. The MC assigned the role based on user derivation rules.

d. The MC assigned the default role based on the authentication method.

2. A company offers guest access with an open SSID and an internal Mobility Controller (MC) captive portal. The network
administrator needs to integrate a more scalable solution with a remote RADIUS and captive portal server.
The network administrator fully deploys a guest solution with self-registration in ClearPass, and defines the MC as a
RADIUS client. Next, the network administrator defines ClearPass as a RADIUS server and adds it into a server group in
the MC.

Which two configuration components must the network administrator modify in the MC to complete the deployment?
(Select two.)

a. AAA server profile

b. Initial role firewall policies

c. VAP profile

d. Authentication server group

e. Captive portal profile

3. Refer to the exibit.

Based on the output shown in the exhibit, what is the current relationship between AP11 and MC11?
 

a. AP11 is a multizone AP, and MC11 is its datazone.

b. AP11 is a multizone AP, and MC11 is its primary zone.

c. AP11 is a CAP, and MC11 terminates its active tunnels.

d. AP11 is a CAP, and MC11 terminates its standby tunnels.

4. Refer to the exhibit.



Based on the output shown in the exhibit, which configuration change is required to validate user credentials in a server
group that includes LDAP and the internal database?

a. aaa authentication dot1x DOT1X-EMP
    termination eap-type eap-peap
    termination inner-eap-type eap-mschapv2

b. aaa authentication dot1x DOT1X-EMP
    termination eap-type eap-tls
    ca-cert AD.mycompany.com
    server-cert AD-signed.mycompany

c. aaa authentication dot1x DOT1X-EMP
    ca-cert AD.mycompany.com
    server-cert AD-signed.mycompany.com
    server server-retry 5

d. aaa authentication dot1x DOT1X-EMP
    termination enable
    termination eap-type eap-peap
    termination inner-eap-type eap-mschapv2

5. Refer to the exhibit.

A network administrator deploys an employee WLAN and uses ClearPass as the authentication and policy server. Change
of Authorization (CoA) is used to disconnect users once the client has been profiled. This permits a more granular
control over connections prior to assigning the ultimate user role. 

When users connect, the network administrator notices they always remain in the profiling firewall role and the CoA
action does not occur. It has been confirmed that the ClearPass server configuration is correct. The network
administrator debugs an authentication attempt and sees the output shown in the exhibits.

What must the network administrator do to successfully deploy this solution?

a. Change the RADIUS NAS-ID of the authentication server at the Managed Device group level.

b. Use an IP address for the calling station ID in the authentication server configuration at the MC device level.

c. Change the RADIUS Client NAS IPv4 address at the MC device level.

d. Enable interim accounting in the Managed Device group level.



For more informationFor more information
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